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HolyokeMutual .
InsuranceCompe1ny InSalem
Holyoke Square. Salem. MA 01970-3391 ref. (508) 744-6123 Fax (508) 744-0313

January 10, 1993

RLCEIVED
Mr. William F. Canton
Aetin& Secretary
Federal Communications
1919 M Street NW
Washington, D.C. 20554

RE: CC Docket 93-292

Dear Mr. Canton:

mission
FCC - i'l1Il-.IL ROOl\1

It was with peat interest I ... the __ FCC NoIke of PNp.wd Rulemakina concemina Toll
Fraud. As a telecommunic:atiou professional'" is ....,. for my company's
communications systems, I am mcouraaed by die~ ruJemaJd"l because even though I
have taken each and every PJ:'C*lCdve step recolIlI_MIed by the IXC's and CPE vendors to secure
my systems, I can still experience toll fraud. n is i'RlJ"'iblc to secure my system 100" from
fraud.

PBX owners should not be lII)IOIIIib1e b 100" rXllle tall fraud if we don't control l00~ of
our destiny. Since our deIdDy is DOt Oldy eaatftJI1Icl ." our PBX IICUrity precautions, but also
by the information, Iel'Yices and equipmeD.t pIOYided IXCa, LBCs and CPEs, the law should
reflect that. It is preposterous 10 tbmt that the IXCs, LBCa and CPEs who all have a very

. important part in this issue, have absolutely no lepl obJiptions to warn customers and therefore,
no real incentive to stop fraud.

CPEs should be req~ to provide waminJs about the risks of toll fraud with their equipment
and provide recommended cxxm.- methods. It is critical that CPBa ship equipment without
default passwords wDich are welllmown within tile .., community. Passwords should be
created during the inmJlation of the equipment with tile customers full knowledge. CPEs should
be requiRld to include 1ICUrity-teJated bardwIre IDd IOftware in the price of their systems. When
you buy a car, the lock and By lie pIOYided in the desip and price of the car. Not an adjunct
that you have to purchaJe lata".

While the propams offered by IXCI, such u MO De.et, AT"T NetProtect and Sprint Guard
have broken new grouDd in re1atiao 10 pmeoq toll frIIId, they still don't do enough. Some of
these services are too expensive for smaller compeiIIlDd the educadoaa1 information is
superficial. Monitorina by the IXCs shouJd be a put of the basic interexchanle service
offerinas, as all companies, larp and small, are~ to toll fraud. If the IXCs were
monitoring all traffic, there wouldn't be any cues of toll fraud for periods longer than a day.
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As backers beIin new methods of bRaking in to systems by using loca1lines instead of 800
numben, the LECs should be requiRd to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM OIl shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific raponsibilities of the CPE owner to
secure their equipment, the mamafaclurer to adequately warn the customer of the of the toll mmd
risks aaociated with features of die CPE, aDd die IXC. and LEes to offer detection and
prevention programs IDd ~.-vices. If toll fraud occun and one of the parties should
fail to meet these responsibilitieanf prove 10 be neeU..t, then they should bear the cost of the
fraud. I do not believe any damaps should be awarded to the agrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability only addlases the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the backer community. As the information.
highway widens, so do the endless opportunities for h1ean to compromise our communication
systems. I do not believe it w'- the backers state they only 'hack' to pin knowledge. If this
were the case, there wouldn't be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call se1l operations that truly profit from it.

Until we come up with an adequate method for Jaw enforcement to catch and prosecute these
criminals, toll fraud will~ to pow..,... .. S5l1iUioe problem it is today. We must
develop legislation that clearly deIInes and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive implCt on this terrible problem.

Sincerely,

--fmIlL fA, 'r7<.try
&:~l A. Lang ()
Assistant Secretary
Office Services
Assistant Manager

cal
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Actinq secreurJ
Federal c~_tiAJ.s
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Washington, D.C.

RE: CC Docket 93-292

!'"or... /"" .

: r 'Co' 1

t-. ..... .... ~ .

J L.VC; ',.1:",:.

Fe" ..., ':'-"''\.' - ~.".: '.,-" , , -. .:

Dear Mr. Can1t~:»n.

It was with 9r.... iJlterest I read the recent FCC Notice of Proposed
RulemakiDIJ co~'".'........ tng Toll Fraud. As a telecomaunications professional
who is r"ons '....',for my company's co_unications systeas, I am
encouraged by.,. '.:. proposed rulemaking because even though I have taken
each and 8V.ry~.:,.••," .•••."tective step recommended by the IXC's and CPE vendors
to secure ay. ,.. , I can still experience toll fraud. It is
iapa.sible to ~re my system 100% from fraud.

PBX ownep sb
don't CoMhr'ol
controll" b)'
inforMt_,
law shouN fl
LECs aDd .
absolutely ftO 1
real inc_tive

not be responsible for 100' of the toll fraud if we
of our destiny. Since our destiny is not only

PBX security precautions, but also by the
.~oes and equipment provided IXCs, LECs andCPEs the

that. It is preposterous to think that the IXCs,
all have a very important part in this issue, have
1 obligations to warn customers and therefore, no
stop fraud.

CPIa .~4 be ~ired to provide warnings about the risks of toll
frawl wi. ~Ii 'equipment and provide rece..ended counter methods. It
is crDiti41 CPEs ship equipment without default passwords which
are wall thin the hacker community. Passwords should be
creet" installation of the equipment with the customers
full • CPls should be required to include security-related
hal'dw:_1l'e *4 sohware in the price of their systems. When you bUy a
car, t"~k ... key are provided in the design and price of the car.
Not an ....not that you have to purchase later.
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While the prograas offered by IXCs, such as MCI Detect, AT&T NetProtect
and Sprint Guard have broken new ground in relation to preventing toll
fraud, they still don't do enough. Some of these services are too
expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be a part of the basic
interexchange service offerings, as all companies, large and small, are
vulnerable to toll fraud. If the IXCs were monitoring All traffic,
there wouldn't be any cases of toll fraud for periods longer than a
day. As hackers begin new methods of breaking in to systems by using
local lines instead of 800 numbers, the LECs should be required to
offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability.
They are fair and equitable. Shared liability will require clear
definitions of the specific responsibilities of the CPE owner to secure
their equipment, the manufacturer to adequately warn the customer of
the toll fraud risks associated with features of the CPE, and the IXCs
and LECs to offer detection and prevention programs and educational
services. If toll fraud occurs and one of the parties should fail to
meet these responsibilities and prove to be negligent, then they should
bear the cost of the fraud. I do not believe any damages should be
awarded to the aggrieved parties. Should all parties have met the
aforementioned responsibilities, and toll fraud occurs, then liability
should be shared equally.

However, shared liability only addresses the symptom of the problem of
toll fraUd and not the cause.

The root of this insidious crime of toll fraud is the hacker community.
As the information highway widens, so do the endless opportunities for
hackers to compromise our communication systems. I do not believe it
when the hackers state they only 'hack' to gain knowledge. If this
were the case, there wouldn't be a toll fraud problem. While it is the
hacker who breaks in to the systems and sells the information, it is
the call sell operations that truly profit from it.

until we come up with an adequate method for law enforcement to catch
and prosecute these criminals, toll fraud will continue to grow beyond
the $5 billion problem it is today. We must develop legislation that
clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators
of toll fraud.

I
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Mr. William F. Canton
January 13, 1994
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Toll fraud is an illegal, fraudulent theft of service. I am encouraqed
that if we all work toqether we can make a positive impact on this
terrible problem.

~inCerelY,

a:~
Telecommunications Analyst



11-,-- 1

9801 Washingtonian Boulevard
Gaithersburg, Maryland 20878-5356
(301) 417-3000

January 13, 1994

Mr. William F. Canton
Acting Secretary
Federal Communications commission
Common Carrier Bureau
1919 M street NW i
Washington, D.C. 2055)

RE: CC Docket 93-292...
Dear Mr. Canton:

It was with great interest I read the recent FCC Notice of Proposed
Rule.aking concerning Toll Fraud. As a telecommunications professional
who is responsible for my company's co..unications systems, I am
encouraged by the proposed rulemaking because even though I have taken
each and every protective step reco..ended by the IXC's and CPE vendors
to secure my systems, I can still experience toll fraud. It is
impos.ible to secure my system 100% from fraud.

PBX owners should not be responsible for 100% of the toll fraud if we
don't control 100% of our destiny. Since our destiny is not only
controlled by our PBX security precautions, but also by the
information, services and equipment provided IXCs, LECs and CPEs the
law should reflect that. It is preposterous to think that the IXCs,
LECs and CPEs who all have a very important part in this issue, have
absolutely no legal obligations to warn customers and therefore, no
real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll
fraud with their equipment and provide recommended counter methods. It
is critical that CPEs ship equipment without default passwords which
are well known within the hacker co.-unity. Passwords should be
created during the installation of the equipment with the customers
full knowledge. CPEs should be required to include security-related
hardware and software in the price of their systems. When you buy a
car, the lock and key are provided in the design and price of the car.
Not an adjunct that you have to purchase later.

til! Bet:htel Powe, CDrpo"tlon A unit of Bechtel Corporation
No. of Cooieerecld~
UstABCOE
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Mr. William F. Canton
January 13, 1994
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While the program. offered by IXCs, such as MCI Detect, AT&T NetProtect
and sprint Guard have broken new ground in relation to preventing toll
fraud, they still don't do enough. Some of these services are too
expensive for smaller companies and the educational information is
sUPerficial. Monitoring by the IXCs should be a part of the basic
interexchange service offerings, as all companies, large and small, are
vulnerable to toll fraud. If the IXCs were monitoring All traffic,
there wouldn't be any cases of toll fraud for Periods longer than a
day. As hackers begin new methods of breaking in to systems by using
local lines instead of 800 numbers, the LECs should be required to
offer monitoring services similar to the IXCs.

We are unable to maintain control of calling card toll fraud. Calling
card services provided for pay telephones by the LECs and IXCs create a
risk when utilized due to fraud possibilities. Therefore, monitoring
needs to be exercised on a 24 hour basis by the LECs and IXCs. Pay
telephones are a public convenience and without fraud protection they
cannot be fully utilized. The LEes and the IXCs need to take total
responsibility for this service.

I applaud the provisions outlined in the NPRM on shared liability.
They are fair and equitable. Shared liability will require clear
definitions of the sPecific responsibilities of the CPE owner to secure
their equipment, the manufacturer to adequately warn the customer of
the toll fraud risks associated with features of the CPE, and the IXCs
and LECs to offer detection and prevention programs and educational
services. If toll fraud occurs and one of the parties should fail to
meet these responsibilities and prove to be negligent, then they should
bear the cost of the fraud. I do not believe any damages should be
awarded to the aggrieved parties. Should all parties have met the
aforementioned responsibilities, and toll fraud occurs, then liability
should be shared equally.

However, shared liability only addresses the symptom of the problem of
toll fraud and not the cause.

The root of this insidious crime of toll fraud is the hacker community.
As the information highway widens, so do the endless opportunities for
hackers to compromise our communication systems. I do not believe it
when the hackers state they only 'hack' to gain knowledge. If this
were the case, there wouldn't be a toll fraud problem. While it is the
hacker who breaks in to the systems and sells the information, it is
the call sell operations that truly profit from it.
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January 13, 1994
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until we co.e up with an adequate method for law enforcement to catch
and prosecute these criminals, toll fraud will continue to grow beyond
the $5 billion problem it is today. We must develop legislation that
clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators
of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged
that if we all work together we can make a positive impact on this
terrible problem.

Sincerely,

£:;a;;!~
Manager of Telephone Services
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Liberty Financial Companies, Inc.
Federal Reserve Plaza
600 Atlantic Avenue
Boston, MA 02210-2214

617-722-6000

Mr. William F. Canton
Acting Secretary
Federal Communications ommission
1919 M Street NW
Washington, D.C. 20554

RE: CC Docket 93-292
<

Dear Mr. Canton:

CC Docket No. 93-292

It·was with great interest I readtbe recent FCC Notice of PrOposedR\llemaJdng concerning Toll
Fraud. As a telecommunications professional who is responsible for my company's
communications systems, I am encouraged by the proposed rulemaking because even though I
have taken each and every protective step recommended by the !XC's and CPE vendors to secure
my systems, I can still experience toll fraud. It is impossible to secure my system 100% from
fraud.

PBX owners should not be responsible for 100% of the toll fraud if we don't control 100% of
our destiny. Since our destiny is not only controlled by our PBX security precautions, but also
by the information, services and equipment provided !XCs, LECs and CPEs, the law should
reflect that. It is preposterous to think that the IXCs, LECs and CPEs who all have a very
important part in this issue, have absolutely no legal obligations to warn customers and therefore,
no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
default passwords which are wcl1 known witl-.in the hacker community. Passwords should be
created during the installation of the equipment with the customers full knowledge. CPEs should
be required to include security-related hardware and softWare in the price of their systems. When
you buy a car, the lock and key are provided in the design and price of the car. Not an adjunct
that you have to purchase later.

While the programs offered by !XCs, such as MCI Detect, AT&T NetProtect and Sprint Guard
have broken new ground in relation to preventing toll fraud, they still don't do enough. Some of
these services are too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be a part of the basic interexchange service
offerings, as all companies, large and small, are vulnerable to toll fraud. If the IXCs were
monitoring all traffic, there wouldn't be any cases of toll fraud for periods longer than a day.

No. of CoDies rec'd~
List ABCOE ~1
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As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, the LECs should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the of the toll fraud
risks associated with features of the CPE, and the IXCs and LECs to offer detection and
prevention programs and educational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be negligent, then they should bear the cost of the
fraud. I do not believe any damages should be awarded to the aggrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only 'hack' to gain knowledge. If this
were the case, there wouldn't be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toli fraud will continue to grow beyond the $5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

Sincerely,
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January 10, 1993

Mr. William F. Canton
Acting Secretary
Federal Communications Co mission
1919 M Street NW
Washington, D.C. 20554

RE: CC Docket 93-292
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Dear Mr. Canton:

we don't control 100% of
rei by our~1 .. security precautions, but also

!XC;$, tECs and CPEs, the law should
C~,I..:ECsand CPEs who all have a very

obligations to warn customers and therefore,

PBX owners should not be
our destiny. Since our destiny. is· no
by the information, services and ..eq
reflect that. It is preposterous to.'
important part in this issue, have absolu
no real incentive to stop fraUd.

It was with great interest I read the recent FCC Nbtice of Proposed Ru1emaking concerning Toll
Fraud. As a telecommunications professional who i~ responsible for my company's
communications systems, I am encouraged by piloposed rulerpaking because even though I . .
have taken each and every protective step ded by the IXC's and CPE vendors to secure
my systems, I can still experience toll frau to .secure my system 100% from
fraud.

CPEs should be required to provide w sks of toll fraud with their equipment
and provide recommended counter meth al that CPEs ship equipment without
default passwords which are well knO'wllWl acker communit'j. Fasswords should be
created during the installati~ of the equipment "ththe customers f~JJ knowledge. CPEs should
be required to include sec~rity-related hardware and software in the price of their systems. When
you buy a car, the lock an~'kfiyareprovided in the design and l'ticeof the car. Not an adjunct
that you have to purchase later.

While the programs offered by IXCs, such as MCrOetect, AT&T NetProtect and Sprint Guard .
have broken new ground in relation to preventing toll fraud, they still don't do enough. Some of
these services are too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be a part of the basic interexchange service
offerings, as all companies, large and small, are vulnerable to toll fraud. If the IXCs were
monitoring §ill traffic, there wouldn't be any cases of toll fraud for periods longer than a day.

No, of CoPiesrec'd~
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As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, the LECs should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the of the toll fraud
risks associated with features of the CPE, and the IXCs and LECs to offer detection and
prevention programs and educational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be negli&ent, then they should bear the cost of the
fraud. I do not believe any damages should be awarded to the aggrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only 'hack' to gain knowledge. If this
were the case, there wouldn't be a toll fraud problem. While it_ is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the S5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

Sincerely,

~~
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January 10, 1993

Mr. William F. Canton
Acting Secretary
Federal Communications Commission

1919 M Street NW Ii
Washington, D.C. 20SS4

RE: CC Docket 93-292-
Dear Mr. Canton:
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It was with great interest I read the recent FCC Notice of Proposed Rulemaking concerning Toll
Fraud. As a telecommunications professional who is responsible for my company's
communications systems, I am encouraaed by the proposed rulemaking because even though I
have taken each and every protective step recommended by the IXC's and CPE vendors to secure
my systems, I can still experience toll fraud. It is impossible to secure my system 100% from
fraud.

PBX owners should not be responsible for 100~ of the toll fraud if we don't control 100% of
our destiny. Since our destiny is not only controlled by our PBX security precautions, but also
by the information, services and equipment provided IXCs, LEes and CPEs, the law should
reflect that. It is preposterous to think that the IXCs, LEes and CPEs who all have a very
important part in this issue, have absolutely no legal obligations to warn customers and therefore,
no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended count« methods. It is critical that CPEs ship equipment without
default passwordS Which' are well known within me hacker community. Passwords ·should be
created during the installation of the equipment with the customers full knowledge. CPEs should
be required to include security-related hardware and software in the price of their systems. When
you buy a car, the lock and key are provided in the design and price of the car. Not an adjunct
that you have to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Sprint Guard
have broken new ground in relation to preventing toll fraud, they still don't do enough. Some of
these services are too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXC. should be a part of the basic interexchange service
offerings, as all companies, large and small, are wlnerable to toll fraud. If the IXCs were
monitoring all traffic, there wouldn't be any cases of toll fraud for periods longer than a day.

~~~~
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As hackers begin new methods of breakin& in to systems by using local lines instead of 800
numbers, the LEes should be required to offer monitorina services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the maaut'actlnr to adequately warn the customer of the of the toll fraud
risks usociated with features of tile CPE, and the IXCs and LEes to offer detection and
prevention programs and educational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be neglipnt, then they should bear the cost of the
fraud. I do not believe any damqes should be awarded to the agrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud al'ld not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only 'hack' to gain knowledge. If this
were the case, there wouldn't be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the 5S billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

Sincerely,

~~C?~
,-
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Albany International Corp.
Post Office Box 1907
Albany, New York 12201
Tel. 518' 445-2253

January 13,1993

Mr. William F. Canton
Acting Secretary
Federal Communications Co mission
1919 M Street NW
Washington, D.C. 20554

RE: CC Docket 93-292

Dear Mr. Canton:

Fi:CElVED

FCC - lVI/~IL ROOM

It was with great interest that I read the recent FCC Notice ofProposed
Rulemaking concerning Toll Fraud. As a telecommunications professional who is
responsible for my company's communications systems, I am encouraged by the
proposed rulemaking because even though I have taken each and every protective
step recommended by the IXC's and CPE vendors to secure my systems, I can still
experience toll fraud. It is impossible to secure my system 100% from fraud.

PBX owners should not be responsible for 100% of the toll fraud if we don't control
100% of our destiny. Since our destiny is not only controlled by our PBX security
precautions, but also by the information, services and equipment provided by IXC's,
LEC's and CPE's, the law should reflect that. It is preposterous to think that the
IXC's, LEC's and CPE's, who all have a very important part in this issue, have
absolutely no legal obligations to warn customers and therefore, no real incentive to
stop fraud.

CPE's should be required to provide warnings about the risks of toll fraud with
their equipment and provide recommended counter methods. It is critical that
CPE's ship equipment without default passwords, which are well known within the
hacker community. Passwords should be created during the installation of the
equipment with the customer's full knowledge. CPE's should be required to include
security-related hardware and software in the price of their systems. When you
buy a car, the lock and key are provided in the design and price of the car. Not an
adjunct that you have to purchase later.

While the programs offered by IXC's, such as MCI Detect, AT&T NetProtect and
Sprint Guard, have broken new ground in relation to preventing toll fraud, they
still don't do enough. Some of these services are too expensive for smaller
companies and the educational information is superficial. Monitoring by the IXC's

No. of CoPieSrec'd~
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should be a part of the basic interexchange service offerings, as all companies, large
and small, are vulnerable to toll fraud. If the !XC's were monitoring all traffic,
there wouldn't be any cases of toll fraud for periods longer than a day. As hacker
begin new methods of breaking into systems by using local lines instead of800
numbers, the LEC's should be required to offer monitoring services similar to the
IXC's.

I applaud the provisions outlined in the NPRM on shared liability. They are fair
and equitable. Shared liability will require clear definitions of the specific
responsibilities of the CPE owner to secure their equipment, the manufacturer to
adequately warn the customer of the toll fraud risks associated with the features of
the CPE, and the IXC's and LEC's to offer detection and prevention programs and
educational services. If toll fraud occurs and one of the parties should fail to meet
these responsibilities and prove to be negligent, then they should bear the cost of
the fraud. I do not believe any damages should be awarded to the aggrieved
parties. Should all parties have met the aforementioned responsibilities, and toll
fraud occurs, then liability should be shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud
and not the cause.

The root of this insidious crime of toll fraud is the hacker community. As the
information highway widens, so do the endless opportunities for hackers to
compromise our communication systems. I do not believe it when the hackers state
they only 'hack' to gain knowledge. If this were the case, there wouldn't be a toll
fraud problem. While it is the hacker who breaks into the systems and sells the
information, it is the call sell operations that truly profit from it.

UntH we come up with an adequate method for law enforcement to catch and
prosecute these criminals, toll fraud will continue to grow beyond the $5 billion
problem it is today. We must develop legislation that clearly defines and penalizes
this criminal activity and gives law enforcement the tools it needs to track and
prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that ifwe all
work together we can make a positive impact on this terrible problem.

Sincerely,

Ifjt(~
Michael McGrath
Manager - Systems

MMlkb
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C. T. Purdom, President
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January 10, 1994

Mr. William F. canton
Acting secretary
Federal Communications Cqmmission

1919 M Street NW l'
Washington, D.C. 20554

RE: CC Docket 93-292-- ..
Dear Mr. Canton:

_fl_
FCC - hiJA1L ROOM

It was with great interest' read the recent FCC Notice of Proposed Rua.making
conceming Toll Fraud. As a teJecommunic8lio professionai who is responsible
for my company's communications systems, , am encouraged by the proposed
rulemaking because even though' have taken each and every protective step
recommended by the 'XC's and CPE vendors to secure my systems, , can still
experience toll fraud. It is imposstb'e to secure my system 100% from fraud.

PBX owners shouk:f not be responsible for 1ClO% of the toll fraud if we don't controf
100% of our destiny. Since our destiny is not only controlled by our PBX security
precautions, but also by the information, seMces and equipment provided IXes,
LECs and CPEs, the law should reflect that. It is preposterous to think that the
'XCs, LECs and CPEs who all have a very important part in this issue, have
absolutely no legal obUgations to wam customers and therefore, no real incentive
to stop fraud.

CPEs should be required to provide warnings about the risks of toU fraud with
their equipment and provide recommended counter methods. It is critical that
CPEs ship equipment without default passwords, which are weU know within the
hacker community. Passwords should be created during the installation of the
equipment with the customers full knowledge. CPEs shoukt be required to
include security-related hardware and sonw.e in the price of their systems.
When you buy a car, the lock and key are provided in the design and price of the
car, not an adjunct that you have to purchase later.

No. of Copiesrec'd~
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wruIe the programs offered by IXCs, such as MCI Detect, AT&T NetProtect Wld
Sprint Guard have broken new ground in relalion to preventing toll fraud, they still
don't do enough. Some of these services ... too expensive for smaller
compan;es and the educational information is superficial. Monitoring by the IXCs
should be a part of the basic interexchange~ offerings, as aU companies,
large and small, are vulnerable to toll fraud. If the IXes were monitoring ALL
traffic, there wouk1n't be any cases of toll fraud for periods longer than a day.
As hackers begin new methods of breaking in to systems by using tocaIlines
instead of 800 numbers, the LECs should be required to offer monitoring services
similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair
and equitable. Shared liability will require cIeer definitions of the specific
responsibUities of the CPE owner to secure their eqtMpment, the manufacturer to
adequately warn the customer of the toll fraud risks associated with features of
the CPE, and the IXCs and LECs to offer det8dion and prevention programs and
educational services. If toll fraud occurs and one of the parties should fail to meet
these responsibilities and prove to be negJigent, then they should bear the cost of
the fraud. I do not believe any damages should be awarded to the aggrieved
parties. Should an parties have met the aforementioned responsibilities, and toll
fraud occurs, then liability should be shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud
and not the cause. The root of this insidious aime of toll fraud is the hacker
community. As the information highway widens, so do the endless opportunities
for hackers to compromise our communication systems. I do not believe it when
the hackers state they only 'hack' to gain knowledge. If this were the case, there
wouldn't be a taU fraud problem. While it is the hacker who breaks in to the sys­
tems and sells the information, it is the call seU operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and
prosecute these criminals, toll fraud wiJJ continue to grow beyond the $5 billion
probtem it is today. We must develop legislation that clearly defines and penalizes
this criminal activity and gives law enforcement the too's it needs to track and
prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of seMce. I am encouraged that if we aU
work together we can make a positive impact on this terrible problem.

Sincerely

~a-J/L'~
Mydra caldweU
System Administrator
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Mr. William F. Canton, Acting Secretary
Federal Communications Commission
Common Carrier Bureau
1919 M Street NW
Washington, DC 20554

Re: CC Docket No. 93-292

Dear Mr. Canton:

It was with great interest I read the recent FCC Notice of Proposed Rulemaking Concerning
Toll Fraud. As a telecommunications professional who is responsible for my company's
communications systems, I am encouraged by the proposed rulemaking because even though
I have taken each and every protective step recommended by the IXCs and CPE vendors
to secure my systems, I can still experience toll fraud -- and have! It is impossible to secure
my system 100% from fraud.

PBX owners should not be responsible for 100% of the toll fraud if we don't control 100%
of our destiny. Since our destiny is not only controlled by our PBX security precautions,
but also by the information, services and equipment provided IXCs, LECs and CPEs, the
law should reflect that. It is preposterous to think that the IXCs, LECs and CPEs who all
have a very important part in this issue have absolutely no legal obligations to warn
customers and, therefore, no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their
equipment and provide recommended counter methods. It is critical that CPEs ship
equipment without default passwords (which are well known within the hacker community).
Passwords should be created during the installation of the equipment with the customer's
full knowledge. CPEs should be required to include security-related hardware and software
in the price of their systems. When you buy a car, the lock and key are provided in the
design and price of the car -- not an adjunct that you have to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Sprint
Guard have broken new ground in relation to preventing toll fraud, they still don't do
enough. Some of these services are too expensive for smaller companies and the
educational information is superficial. Monitoring by the IXCs should be a part of the basic
interexchange service offerings, as all companies, large and small, are vulnerable to toll
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fraud. If the IXCs were monitoring all traffic, there wouldn't be any cases of toll fraud for
periods longer than a day.

As hackers begin new methods of breaking into systems by using local lines instead of 800
numbers, the LECs should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and
equitable. Shared liability will require clear definitions of the specific responsibilities of the
CPE owner to secure their equipment, the manufacturer to adequately warn the customer
of the toll fraud risks associated with features of the CPEs, and the IXCs and LECs to offer
detection and prevention programs and educational services. If toll fraud occurs and one
of the parties should fail to meet these responsibilities and prove to be negligent, then they
should bear the cost of the fraud. I do not believe any damages should be awarded to the
aggrieved parties. Should all parties have met the aforementioned responsibilities, and toll
fraud occurs, then liability should be shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not
the cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our
communication systems. I do not believe it when the hackers state they only "hack" to gain
knowledge. If this were the case, there wouldn't be a toll fraud problem. While it is the
hacker who breaks into the systems and sells the information, it is the call sell operations
that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute
these criminals, toll fraud will continue to grow beyond the $5 billion problem it is today.
We must develop legislation that clearly defines and penalizes this criminal activity and gives
law enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that, if we all work
together, we can make a positive impact on this temble problem.

- /JI(/J1~
J s ·ncks, d.;: . SPHR
P rsonnel Director

llOWA FARM BUREAU FEDERATION
AND AFFILIATED COMPANIES
(515) 225-5669
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January 10, 1993

Mr. William F. Canton
Acting Secretary
Federal Communications Commission
1919 M StreetNW '
Washington, D.C. 2OSS4)
RE: CC Docket 93-292-
Dear Mr. Canton:

FCC - MAIL ROOM

It was with great interest I read the recent FCC Notice of Proposed RulemaJdng concerning Toll
Fraud. As a telecommunications professional who is responsible for my company's
communications systems, I am encouraged by the proposed rulemaking because even though I
have taken each and every protective step recommended by the IXC's and CPE vendors to secure
my systems, I can still experience toll fraud. It is impossible to secure my system 100% from
fraud.

PBX owners should not be responsible for 100" of the toll fraud if we don't control 100% of
our destiny. Since our destiny is not only controlled by our PBX security precautions, but also
by the information, services and equipment provided IXCs, LEes and CPEs, the law should
reflect that. It is preposterous to think that the IXCs, LEes and CPEs who all have a very
important part in this issue, have absolutely no legal obligations to warn customers and therefore,
no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and. provide recommended counter methods. It is. critical that CPEs ship equipment without
default passwords whi~h are 'wdl knOwnwithlJi &.he 1uL~Ae.t .cOmmunity. Passwl,rds shuuld be
created during the installation of the equipment with the customers full knowledge. CPEs should
be required to include security-related hardware and software in the price of their systems. When
you buy a car, the lock and key are provided in the design and price of the car. Not an adjunct
that you have to purchase later.

While the programs offered by IXCs, such u MCI Detect, AT&T NetProteet and Sprint Guard
have broken new ground in relation to pteVeJltina toll fraud, they still don't do enough. Some of
these services are too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be a part of the basic interexchange service
offerings, as all companies, 1ar&e and small, are vulnerable to toll fraud. If the IXCs were
monitoring ill traffic, there wouldn't be any cases of toll fraud for periods l'Wef.eJf~.a!~d~
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As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, the LEes should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adeqUlfe1y warn the customer of the of the toll fraud
risb asaociated with features of tbe CPE, and the IXCs IDd LEes to offer detection and
prevention programs and educatioMI.-vices. If toll fraud occun and one of the parties should
fail to meet these responsibilities .. prove to be nepiaent, then they should bear the cost of the
fraud. I do not believe any~ should be awarded to the agrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability only addrlesses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only 'hack' to gain knowledge. If this
were the case, there wouldn't be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $' billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

Sincerely,

UNI SAL GYM EQUIPMENT, INC.
Communication Cordinator
930 27th Avenue S.W.
Cedar Rapids, Iowa 52404

.
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RE: CC Docket 93-292

Dear Mr. Canton:

PIONEER HI-BRED INTERNATIONAL, INC.
PIONEER DATA SYSTEMS DIVISION

7200 N.W. 62ND AVENUE

P.O. BOX 184
JOHNSTON, IOWA SO 131
PHONE, (515) 270-3201
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It was with great interest I read the recent FCC Notice of Proposed Rulemaking concerning Toll
Fraud. As a telecommunications professional who is responsible for my company's
communications systems, I am encouraged by the proposed rulemaking because even though I
have taken each and every protective step recommended by the IXC's and CPE vendors to secure
my systems, I can still experience toll fraud. It is impossible to secure my system 100% from
fraud.

PBX owners should not be responsible for 100" of the toll fraud if we don't control 100% of
our destiny. Since our destiny is not only controlled by our PBX security precautions, but also
by the information, services and equipment provided IXCs, LEes and CPEs, the law should
reflect that. It is preposterous to think that the IXCs, LEes and CPEs who all have a very
important part in this issue, have absolutely no legal obligations to warn customers and therefore,
no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
default passwords which are well known within the hacker community. Passwords should be
created during the installation of the equipment with the customers full knowledge. CPEs should
be required to include security-related hardware and software in the price of their systems. When
you buy a car, the lock and key are provided in the design and price of the car. Not an adjunct
that you have to purchase later.

While the programs offered by DeCs, such as MCI Detect, AT&T NetProteet and Sprint Guard
have broken new ground in relation to preventing toll fraud, they still don't do enough. Some of
these services are too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be a part of the basic interexchange service
offerings, as all companies, large and small, are vulnerable to toll fraud. If the IXCs were
monitoring all traffic, there wouldn't be any cases of toll fraud for periods longer than a day. 10.1.~
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